Appendix A: Threshold Assessment Template

· Make this document your own. Add or insert agency branding.
· The text in the boxes (like this one) is provided to guide you and should be deleted.
· List any relevant agency documentation and attach it to the threshold assessment for reference, for example risk registers, project plans.
· Ensure the threshold assessment is dated and signed.
· Keep as a record. 

Threshold Assessment - [Insert project name]
1. Description of the project
Type hereIn this section provide the following details:
· A brief description of the project
· It’s objectives and the reasons why the project is necessary
· Describe if the project is a new system or existing system and the main changes that are proposed
· Describe the expected benefits of the project
· Outline any parties involved
· Describe the context, for example if the project aims fit within the agency’s broader objectives i.e. Strategic Plan.

2. Personal information needed for the project
Type hereIn this section provide the following details:
· Description of the personal information that will be collected and used for the project i.e. name, date of birth, address 
· The purpose for the personal information being collected and used
· How the personal information will be collected and how it will be kept safe and secure
· Any authority under which the personal information is collected i.e. relevant legislation
· The table below can be used to assist. Amend the table as necessary. 


	Type of personal
Information
	Source of 
Information
	Purpose of information
for the project
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3. Privacy and risk assessmentA risk matrix has been provided to assist with assessing your risks. The ratings relate to:
· Impact:  the effect on your agency and individuals if the event occurred.
· Likelihood: the probability of the privacy risk occurring. When assigning a likelihood rating, consider the cause of the risk and any existing security measures in place within your agency.
· Risk: once you have identified the impact and likelihood of the privacy risk, in the table assign an overall risk rating. 
Different projects will have different risk levels. For example, a like for like system upgrade in your agency may have a likelihood rating of ‘unlikely’ but may involve a significant amount of personal information so should an event occur as a result of the project, there may be ‘high’ consequences.
In this section, consider what the project is trying to achieve, the personal information required and the impacts of the project on individuals. The table below provides some initial questions to consider. Amend the table as necessary. 
If you tick yes, explain your response, describe any risks you can identify and ways to address them.


	LIKELIHOOD

	Almost certain
	Medium
	High
	Significant
	Significant

	Likely
	Medium
	High
	High
	Significant

	Possible
	Low
	Medium
	High
	High

	Unlikely
	Low
	Medium
	Medium
	High

	Remote
	Low
	Low
	Medium
	Medium

	
	Low
	Medium
	High
	Significant

	IMPACT



	Does the project involve 
any of the following?
	Yes/No (tick)
	If yes, explain your response
	Describe any risks and how to mitigate them
	Rate the risk: Low, Medium, High, Significant

	Personal Information 

	Handling large amounts of personal information
Consider the amount of personal information and the number of individuals that will be impacted by your project.
Even if each individual only has a small chance of suffering a negative impact, handling personal information on a large scale can increase the privacy risk of your project.
	
	
	
	

	Handling sensitive information
The privacy risk associated with the project can increase if sensitive information is involved. Consider the potential for adverse consequences for an individual, or those associated with the individual, if the information is mishandled (for example, discrimination, humiliation or embarrassment).
	
	
	
	

	Collection
	
	

	A new collection of personal information 
	
	
	
	

	A new way of collecting personal information
Example: moving from paper to online collection
	
	
	
	

	Storage, security and retention
	
	

	A change in the way personal information is stored or secured
	
	
	
	

	Transferring personal information offshore or using a third-party contractor
	
	
	
	

	Use or disclosure 
	
	

	A new use or disclosure of personal information that is already held
Example: a new project using information already held with the agency 
	
	
	
	

	Disclosure of personal information outside of the agency 
Example: the use of contractors/consultants
	
	
	
	

	Access to information
	
	

	A change in policy that results in people having less access to information held about them
	
	
	
	

	Identifying individuals
	
	

	Establishing a new way of identifying individuals
Example: using biometric data, e.g. voice recognition
	
	
	
	

	[bookmark: _Hlk115860838]Information management generally
	
	

	A substantial change to an existing policy, process or system that involves personal information
	
	
	
	

	Other
	
	

	Anything else that may impact on privacy
	
	
	
	





4. Summary of privacy impact
Type here In this section summarise the assessment above. 
Explain the risks, at a minimum those that are rated medium/high. Advise what the agency will do to mitigate the risk, whether the risk can’t be mitigated or whether the agency chooses a different approach to mitigate the risk to ensure the project can still proceed. 
Use the table below to provide a rating. Explain the rating given.

In this section summarise the assessment above. 
Explain the risks, at a minimum those that are rated medium/high. Advise what the agency will do to mitigate the risk, whether the risk can’t be mitigated, whether the agency chooses a different approach to mitigate the risk to ensure the project can still proceed. 
Use the table below to provide a rating. Explain the rating given.


	The privacy impact for this project has been assessed as:
	Tick

	Inadequate information – More information and analysis is required to assess the privacy impacts.
	

	Low – The project involves minimal personal information, with uncontroversial use and low risk of harm. Risks can be fully mitigated. 
	

	Medium – Some personal information is involved, but any risks can be mitigated satisfactorily.
	

	High – The project involves significant personal information, with risks identified.
	



5. Recommendation 
Type hereIn this section, using the information above, either recommend that a PIA is required or that one is not necessary. Give reasons to support your recommendation.
Highlight any potential issues or risks identified through the threshold assessment process that will need to be considered and/or actioned. 

In this section, using the information above, either recommend that a PIA is required or that one is not necessary. Give reasons to support your recommendation.
Highlight any potential issues or risks identified through the threshold assessment process that will need to be considered and/or actioned. 

6. Sign Off 

______________________________ 	_________________________________
Name 		Position 

_______________________________	_____/_____/_____
Signature			Date   

