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Personal Information 
Breach Notification 

Email completed notification to the Privacy Committee of South Australia (PCSA) via privacycommittee@sa.gov.au ASAP after agency becomes aware of breach.
Do not include any unnecessary personal information within this notification.
Contact Details
	Name
	

	Title
	

	Email
	
	Phone number
	


Agency Details
	Agency name
	

	Business unit
	

	Name and title of principal officer (e.g. CE) or delegate
	

	Additional agencies or organisations involved (if applicable).  
Have they notified the PCSA  separately?
	


Incident details
	When did the breach occur?
	

	What date did the agency become aware of the breach?
	

	Agency reference for the incident (e.g. SAHI or document ref)
	

	How did the agency become aware of the breach? 
(e.g. complaint, staff observed, system fault)
	

	What date was the principal officer advised?
	

	How did the incident breach the Information Privacy Principles?
(select all that apply to the incident)
	☐ Collection
☐ Disclosure
	☐ Storage
☐ Use


Incident description
Please provide a description of the incident.
	


Other reports
	Has a report been made to the DPC Cyber Watch Desk?
	☐ Yes            ☐ No            ☐ NA

	Has SAPOL been advised?
	☐ Yes            ☐ No            ☐ NA

	Did the incident involve Tax File Numbers? 
(If yes, has a report been sent to the OAIC?)
	☐ Yes            ☐ No            ☐ NA
☐ Yes            ☐ No            


Incident risk factors
Please refer to the Personal Information Breach Guideline Attachment 1 when assessing these risks.
	[bookmark: _Hlk158289183]Date assessment commenced
	

	Types of information included (Include elements like "DOB" or "passwords")
	☐ High            ☐ Medium            ☐ Low

	Description:
	

	Security applied to the information
	☐ High            ☐ Medium            ☐ Low

	Description:
	

	Number of individuals affected
	☐ High            ☐ Medium            ☐ Low

	Number:
	

	[bookmark: _Hlk195284257]Who accessed or received the information and what was their intent?
	☐ High            ☐ Medium            ☐ Low

	Description:
	

	Cause of breach
	☐ High            ☐ Medium            ☐ Low

	Description:
	

	How quickly was the breach contained
	☐ High            ☐ Medium            ☐ Low

	Description:
	

	The potential risk of harm 
	☐ High            ☐ Medium            ☐ Low

	Description:
	

	Were the affected parties vulnerable or susceptible to harm? If so, how?
	

	Are there other possible harms that might occur to the agency?
	

	Has this breach highlighted compliance issues with other regulations?
	☐ Yes                ☐ No

	OVERALL RISK ASSESSMENT
	☐ High            ☐ Medium            ☐ Low


Notifying affected parties
	Have the affected parties been notified?
	☐ Yes            ☐ No

	If not, why not?
	

	What actions have been taken to limit the impact on affected parties?
	

	What actions have been taken to offer support or assistance to the affected parties?
	





Remediation
	Actions have been taken to remediate the impact on affected parties and offer support and assistance.
	☐ Yes            ☐ No

	Response plan actions:
	

	What actions have been taken to prevent future breaches?
	


Additional comments
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