Privacy Impact Assessment - [Insert project name]Appendix B: Privacy Impact Assessment Template
· Make this document your own. Add or insert agency branding.
· The text in the boxes (like this one) is provided to guide you and should be deleted.
· List any relevant agency documentation and attach it to the PIA for reference, for example risk registers, project plans.
· Ensure the PIA is dated and signed.
· Keep as a record. 

1. Project Overview
Type hereIn this section provide the following details:
· Name of the project
· Name of the agency
· Any agency approvals required
· Relevant contact details
· Details of any privacy officers of the agency
· Relevant dates
· A brief description of the project
· It’s objectives and the reasons why the project is necessary
· Describe if the project is a new system or existing system and the main changes that are proposed
· Describe the expected benefits of the project
· Outline any parties involved
· Describe the organisational context, for example if the project aims fit within the agency’s broader objectives i.e. Strategic Plan.

2. Privacy Impact Assessment Scope
Type hereIn this section provide the following details:
· Describe what the PIA does and doesn’t cover
· Any limitations
· Outline whether this is a new or reviewed PIA and why.

3. Personal Information
Type hereIn this section provide the following details:
· Description of the personal information that will be collected and used for the project i.e. name, date of birth, address 
· The purpose for the personal information being collected and used
· How the personal information will be collected and how it will be kept safe and secure
· Any authority under which the personal information is collected
· The retention and disposal arrangements for the personal information
· Any information mapping, flow diagrams that might be beneficial in explaining the project and its information flows.

4. Threshold Assessment
Type hereIn this section advise whether a threshold assessment has been undertaken for the project. Summarise the details of the threshold assessment and any recommendations.

5. Stakeholder Consultation
Type hereIn this section outline any consultation that has already occurred and summarise the outcomes. Outline any consultation that will be undertaken for the project, both internal and external.
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6. Privacy AnalysisIn this section, populate the table that identifies the privacy elements and risks of the project. The table follows the information lifecycle (and the IPPI order) allowing consideration of the project’s information flows from collection through to disposal. Some parts of the table may not be relevant or applicable and can be marked N/A. Amend the table as necessary.
Check whether the project’s processes are compliant with the IPPI, as well as any other legislation that may be relevant. Any instances of non-compliance should be described and explained. For example, explain why you haven’t complied with one or more privacy principles, or describe why compliance isn’t required.
For potentially high-risk elements requiring a more thorough analysis, further documentation outside of this table may be required.
Example text has been included (to be deleted), using a simple hypothetical project: the roll-out of a new time recording system for offsite staff.

contractors.
	[bookmark: _Hlk115879745]Question
	IPPI
	Assessment (or N/A)
	Privacy considerations

	Personal Information 

	1
	Does the project involve personal information? 
List the personal information the project requires.
	
	Yes – name, title, ID number, work location, time spent on site.
	

	2
	Does the project involve sensitive information?
List the sensitive personal information the project requires.
Sensitive information includes, but is not limited to, information about an individual’s racial or ethnic origin, political opinions, religious beliefs or affiliations, criminal records, sexual preferences or practices, biometric information, health information and genetic information. The privacy risk associated with your project can increase if sensitive information is involved given the potential for adverse consequences for an individual, or those associated with the individual, if it is mishandled (for example, discrimination, mistreatment, humiliation or embarrassment.
	
	No
	

	Collection of information

	3
	Does the project involve a new way of collecting personal information?
	2
	Yes – information that has not been collected from volunteers and service providers is now required.
Information is being collected through a new platform.
	Collection notices should be distributed, outlining what information will be collected and why. People should also be advised the reasons for the changes ie moving to a new system.

Individuals may not be aware of the information being collected and the usual practices regarding its use.

	4
	Is any personal information being collected unnecessarily for the project? 
	1
	No – a whole of government direction requires evidence that an individual has attended an offsite location and the time spent there.
	Collecting too much information can lead to uncontrolled use and disclosure.
Consider reducing what is collected.
Reference the authority in the collection notice.

	5
	Do you need to collect information that identifies an individual for the purposes of the project, or can individuals remain anonymous?
Does evidence of identity need to be collected, or simply sighted?
	1
	Yes - collection is required – participants cannot remain anonymous
No - identity evidence can be sighted and recorded, not collected.
	If services can be undertaken anonymously, then personal information is not needed. However, in this instance whole of government direction requires individuals onsite to be recorded.
If identity can be sighted, then personnel with authority to sight information should be clearly defined. There should be a robust process in place to record sighting.
If services require identity, then information must be managed in accordance with the IPPI.

	6
	If individuals can remain anonymous, will you be collecting indirect identifiers, such as demographic information? 
	1
	N/A
	Indirect identifiers still need to be managed securely to prevent re-identification.

	Method and notice of collection information

	7
	How will the personal information be collected?
Is a third party involved? 
List or describe how the information will be collected, i.e. an online application, over the phone, documentation.
	1, 2, 3
	For staff, offsite status will be recorded in HR system.
For volunteers and contractors, reported information will be entered into the system by line managers.
	

	8
	Will the individual be notified about the collection of their personal information?
Describe the steps taken to provide notice to the individual OR explain why notice will not be provided to the individual. Include a link or attach collection notices where appropriate.
	2
	For staff, collection is notified at sign-up.
For volunteers and contractors, line managers will provide the advice with printed options available.
	Collection notices should describe all requirements for collection, including the authority under which it is being collected, how it will be used, how it can be corrected, to whom disclosed and the usual practice for retention or disposal.

	9
	Will any personal information about the individual be collected indirectly from another source?
Describe how and from which other sources the personal information will be collected.
	
	No
	

	10
	Will the individual be notified that their personal information has been collected from another source?
	
	N/A
	

	Primary and additional uses and disclosures of personal information

	11
	Is the personal information (including any sensitive information) involved in this project used or disclosed for the primary purpose it was collected for?
Describe what personal information will be used or disclosed, and for what purposes.
	
	Yes - Advice about individual’s offsite status will be recorded against their name in the across-government HR system.
	Need to ensure the system is safe and secure.

	12
	Does the project use or disclose personal information (including sensitive information) for a new or additional purpose other than the original purpose of collection?
Describe the new/additional purpose for the use or disclosure of the information.
	
	No
	

	13
	Will the individual be notified of the additional use(s) of their personal information?
Explain how the individual will be given notice of the secondary use(s) of their information, or why notice of the secondary use will not be provided.
	
	If it occurs yes. Options could include via intranet information or email.
	

	14
	Will any personal information be shared outside of your agency?
If yes, please describe what information and for what purpose.
Identify any information sharing agreements are or will be in place, and how disclosures will be recorded.
	
	No – statistical reporting will be provided but not for any agencies with an off-site cohort smaller than 10.
	

	Management of personal information

	15
	Is there a document(s) available to the public that sets out your agency’s policies regarding the management of personal information, such as a privacy policy?
Identify the document(s) and provide a link where available or include as an attachment to this PIA.
	
	Yes - privacy policy on website
	Update privacy policy.

Ensure collection notice exists for this collection.

	16
	Will the document be updated to reflect the new collection or use of personal information for the purposes of this project?
	
	See above
	Update privacy policy and ensure collection notice exists for this collection

	Access and correction of personal information

	17
	Is there a procedure in place that can allow individuals to request access to, or correction of, their personal information?
Describe how individuals can seek access and correction and how they will be made aware of this.
	
	Freedom of Information applies for volunteers and contractors.
For staff an administrative scheme is in place with HR for access and correction.
	Consider developing and communicating approach outside of FOI for the update of information.
Include this advice in the collection notice.

	Storage and security of personal information

	18
	Where and how will personal information be stored?
Describe how (i.e. hard copy, digital) and where the personal information will be stored (i.e. external provider, cloud)
	
	The HR platform will store all staff-entered information.
Other registers may be stored in an excel/word file on a network drive.
	Storage is secure and access is managed based on authority and need.

	19
	Are there security measures in place (existing or intended) to protect the personal information collected and used for this project?
List any policies, procedures, or controls that the agency implements to protect personal information.
	
	Yes
	Process for the collection and management to be clearly documented. Including who has the right to collect the information and who has the right to access the information.

	20
	Who will have access to the personal information? 
	
	Line managers
	Only authorised persons should be able to access the information and a log of access should be in place.

	21
	Are there access, security and monitoring controls in place to protect against internal and external risks and ensure that personal information is only accessed by authorised persons?
	
	See standard arrangements for HR systems and network directories.
	Held within secure storage areas of agency

	Third party providers

	22
	If applicable, what will happen to personal information held by third party providers (such as contracted service providers, third party platforms)?
	
	N/A
Procedures to be clarified.
	Ensure all contracts include clear guidance about record retention and disposal and use. Model terms and conditions are available on SRSA website.

	Complaints and breaches

	23
	Who can individuals complain to if they have concerns about the handling of their personal information?
Identify the avenues for complaint procedures.
	
	For employees of the Crown: Complaints can be made to the agency collecting, the Office of the Commissioner for Public Employment (OCPSE), or the Ombudsman
For volunteers and contractors, the agency collecting, the Privacy Committee of South Australia, or the Ombudsman
	Clearly articulate complaint avenues in the collection notice.
Note: Employees of the Crown can make complaints to OCPSE.

	24
	Does your agency have a data breach response plan?
	
	No
	Refer to the Personal Information Breach Guideline. Each agency should have a response plan.

	Retention and disposal

	25
	How long will the personal information be kept for?
Describe any retention and disposal schedules.
	
	Retention and disposal to be managed under General Disposal Schedule (GDS) for personnel / contractor information.
	Retention and disposal arrangements are documented.
General or specific records disposal schedules (GDS or RDS) specify how long various information is to be retained and are available on SRSA website.

	26
	How will personal information be destroyed once it is no longer required?
Explain how the destruction of the personal information will occur.
	
	Destruction to occur in accordance with an approved Disposal Schedule. 
	Electronic files must be purged and any hardcopy documents destroyed through non reversible means.

	27
	As an alternative to destroying personal information, will any personal information be de-identified once it is no longer required?
Describe any de-identification measures that will be used.
	
	No
	Sometimes information is considered for use in a de-identified manner. This should be considered at the outset.

	Other considerations

	28
	Will any training be provided to staff to ensure the appropriate collection and handling of the personal information collected for this project?
	
	Yes
	Staff clearly understand their role and the importance of the information they are collecting 

	29
	Does the project comply with your agency’s other information handling or information management policies?
	
	Yes
	

	30
	Will this PIA be published?
	NA
	Yes – on agency intranet 
	Transparency in the collection, use and management of personal information is important to ensure public trust.



7. Risk AssessmentIn this section, use the table to record any privacy risks that have been identified during the privacy analysis and how the agency proposes to mitigate and manage those risks. It can be useful to link this back to the privacy principles to show why these risks and the proposed actions are relevant.
If the agency has a risk assessment framework, use it. If not a risk matrix has been provided to assist with assessing your risks. The ratings relate to:
· Impact:  the effect to your agency and individuals if the event occurred.
· Likelihood:  the probability of the privacy risk occurring. When assigning a likelihood rating, consider the cause of the risk and any existing security measures in place within your agency.
· Risk:  once you have identified the impact and likelihood of the privacy risk, in the table assign an overall risk rating. 

Summarise the recommendations of your risk assessment.


	LIKELIHOOD

	Almost certain
	Medium
	High
	Significant
	Significant

	Likely
	Medium
	High
	High
	Significant

	Possible
	Low
	Medium
	High
	High

	Unlikely
	Low
	Medium
	Medium
	High

	Remote
	Low
	Low
	Medium
	Medium

	
	Low
	Medium
	High
	Significant

	IMPACT



	Risk ref
	Responsibility
	Description of the risk 
	Risk rating
	Accept risk
	Risk management strategy
	Residual risk rating 
	Risk owner 


	
	Identify who may be responsible or who may be consulted with (ie ICT, Project team, HR)
	The risk of [event] caused by [how] resulting in [impact(s)]
	Identify the impact risk, likelihood risk and subsequent overall risk
	Identify whether the agency will accept the risk (yes or no)
	Detail the measures taken (or to be taken) to mitigate and manage the risk. Where relevant, include the timeframe for implementing the strategy and identify who is responsible for it.
	Identify the impact risk, likelihood risk and subsequent overall risk after security measures have been applied.
	Assign a risk owner who will be responsible for monitoring and reviewing the risk.

	R001
	ICT, privacy
	New system for recording times of offsite staff – staff may not be aware of the information being collected.
	Medium
	Y
	Collection notices will advise staff on the new system and the collection of their personal information
	Low
	Manager

	R002
	HR/Privacy
	Access to the system – who can view staff times offsite
	Medium
	N
	Implement access controls so only those who need access, have access. This will reduce access to personal information of staff to only those that require it.
	Low
	HR/Management
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8. Action Plan
Type hereIn this section describe what actions are being taken (short or long term) and how they’ll be monitored. It can be presented in a table and should include:
· Reference
· Action
· Owner
· Timeframe
· Date completed

If a PIA needs to be revisited this section should describe any actions taken to ensure it continues to be fit for purpose for the project.

9. Documentation
Type hereList and record any relevant agency documentation that has been used as part of the PIA process, for example risk registers, project plans, strategic plans.  

10. Endorsement
Type hereEnsure the relevant people endorse the PIA.  



______________________________ 	_________________________________
Name 		Position 

_______________________________	_____/_____/_____
Signature			Date   

______________________________ 	_________________________________
Name 		Position 

_______________________________	_____/_____/_____
Signature			Date   
